Instructions for Accessing TBI VPN using Two Factor Authentication — Law Enforcement
Agencies and Vendors

There are 3 steps involved in configuring your AnyConnect VPN to utilize two-factor authentication,
which is a mandate by CJIS for all VPN connections. These 3 steps are listed below and instructions for
each of these steps are detailed later in this document.

1. Access the TBI Self Service web server to register yourself for the ability to reset your password
and unlock your account in the future.

2. Login to the two-factor (also called X2) web server and register your cell phone. Your cell phone
will receive a 6-digit PIN code to complete your VPN connection.

3. Modify your existing AnyConnect connection to use the two-factor server. Instructions for
configuring AnyConnect on a iPad are included at the end of these instructions.

PREREQUISITES

- AnyConnect VPN software must be installed. If you do not currently have AnyConnect installed,
please install it prior to proceeding. Instructions are located at:
http://downloads.tbi.tn.gov/tbivpn

- Inorder to install AnyConnect, you must have administrative rights on your computer. If you do
not, you will need to contact an IT support technician to install it for you.

STEP 1 — Accessing the TBI Self Service Web Server

Be sure you are not connected to AnyConnect for this step

1. Open a web browser and enter the following address: https://tbiselfservice.tbi.tn.gov
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Sign in

Update Your Profile Efficiently :

User Name:
Password:

Log on to: TBI-AD [v]

Reset Password
Reset your forgotten password

Unlock Account
Unlock your locked out account
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2. Enter the username and password that you were provided and click Login.
3. If you have been issued a temporary password, you will be prompted to change it:

#% change Password

," Change your current domain password.

Domain Password Policy Requirements
# The minimum password age is 0

* The maximum password age is 42

# The minimum password length is 7

* No. of Passwords Remembered is 0

* The password complexity property is Disabled

Old Password : | |

Mew Password : | |

Confirm New Password | |

| Change Password | Cancel

4. Enter the temporary password for Old Password and enter your new password for New
Password and Confirm New Password. Click Change Password. The following screen appears:

#%. Change Password

l" Change your current domain password.

o ACTIVE DIRECTORY-Your password has been changed Click here to continue
successfully.




5.

6.

8.

Select Click Here to continue. The following screen appears:

Welcome! This portal offers you the power of password self-service!

? , Password self-service: Reset password yourself when you forget it! Don't wait for the
helpdesk!
il
* Self-service Account Unlock: Unlock the computer, when you are locked out of it.

, Self-service Directory Update: Update the changes in contact details yourself! And
more..

Enroll now to enjoy these benefits! Click Here

Select Click Here. The following screen appears:

User Registration
The information you provide here will be used to authenticate you when you attempt to reset your password or unlock your account.

Security Questions Google Authenticator

Length Specification

* The minimum length of the answer(s) should be 5 characters and maximum allowed is 255 characters

Register Your Security Question & Answer

Question: |What is your mother’s maiden name ? v|
|.I...I.. ||I...I... |

Question: |Who is your childhood hero ? v|
|.I...I ||I...I. |

Question: |What is the first name of your eldest nephew/ niece ? V|
|.I.. ||I... |

Hide Answer(s)

You must select 3 questions from the drop down boxes and provide answers. These will be used
in the future in order to identify you for password changes, unlocks, etc. NOTE: the questions
listed in the figure above are only for example. You may select any of the questions listed. Click
Enroll when you are finished. The following screen will appear:

You have successfully enrolled! The information you provided will help us verify your
identity if you forget your passwords or get locked out of your account.

Click on My Info to edit your own details.

You have now completed Step 1 and should proceed to Step 2.
NOTE: BOOKMARK THIS PAGE FOR FUTURE USE! This is the website you will use to change or
reset your password.



STEP 2 — Registering your cell phone to receive PIN codes

1. Inaweb browser, go to https://x2.tbi.tn.gov

2. Be sure that the Domain selected is TBI-AD.STATE.TN.US

@ AGENTTH Username

Password

Domain *

TBI-AD.STATE.TN.US v

3. Enter your username and password. The following screen will appear:

@AGENT X2 User: test

Add SMS Device

Get Cards Domain:
Role:

Policy:
Active:

Mame:

test
TBI-AD.STATE.TMN.US
User

Paper Token
o

4. Ensure that your username is correct, then click Add SMS Device
5. Enter the phone number to which you want the PIN codes to be sent and a description of the
device (description is optional) and click Add SMS Device.

GIAGENTX2  user>

Add SMS Device

Phone Number *

Description

HERAFHREREH

Enter description here
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6. You will now see that the device is listed

EA-GENTKE User: test

= pon
Mame: test J M

EEEEEE L L L 3
Domain: TBI-AD.STATE.TN.US

Role: User
Policy: Paper Token
Active: *

NOTE: To change the phone number that is registered, click the pencil icon to modify it.
7. You should receive a text message on the device that states: This device is now registered with
eAgentX2

This device is now registered
with efAgentx2

8. You have completed Step 2 and registered your cell phone to receive two factor PIN codes for
your two factor VPN connection.
NOTE: BOOKMARK THIS PAGE FOR FUTURE USE! This is the website you will use to change the
phone number for receiving PIN codes (in the event your number changes for any reason).



STEP 3 — Configuring your AnyConnect client to use two factor authentication

After successfully registering your SMS device on the X2 server, you will now need to configure your
AnyConnect VPN client to use the two-factor server. For this step, you cannot be connected to the TBI
network, so be sure you are disconnected from AnyConnect.

1. Open AnyConnect and enter tbivpn.tbi.tn.gov in the box

tﬁ: Cisco AnyCoennect Secure Mobility Client — >

o ven:

Ready to connect.

| thivpn. thi. tn.gov R | Connect

2. Click Connect and select LEA-TwoFactor in the drop down box.
Enter your username and password and click OK.
NOTE: Ensure that LEA-TwoFactor is still displayed before clicking OK.

{'_ii' Cisco AnyConnect | thivpn.thitn.gov >

% Please enter your username and password.

Group: LEA-TwoFactor s

Username: | |

Password: | |

Ok Cancel




3. You will see the following screen prompting you to enter a PIN code

9 Cisco AnyConnect | thivpn.tbitn.gov >

A

Answer:

Pin Location: Token @ [08:36] L

Continue Cancel

4. The PIN code will be sent as an SMS (text) message to the device you registered in Step 2 above.

Enter this PIN and click Continue.
5. You should now be connected to TBI's network just as before.

NOTE: After you have successfully configured and connected your AnyConnect VPN client to the TBI
Two Factor system, your AnyConnect client should have the LEA-TwoFactor setting available to use for
future connections. Always be sure to select LEA-TwoFactor before connecting.

If you experience problems, or have questions, contact the TBI Help Desk at 615-744-4357 or email
TBl.ServiceDesk@tn.gov.
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Configuring AnyConnect for Two Factor Authentication — iPad

BEFORE PROCEEDING:

- You MUST follow the first two steps in the instructions “Instructions for Changing TBI VPN to
Two Factor Authentication - Law Enforcement and Vendors”.
- You must install the Cisco AnyConnect App.

1. Open the AnyConnect App

AnyConnect
& VIRTUAL PRIVATE NETWORK
AnyConnect VPN ’s-
Connections No Connections Cisco AnyConneCtTM
Secure Mobility Client
Details Disconnected
nlin r Gui
GENERAL Version 4.6.03050
Setﬁngs Device ID: 36D25E4F-EE40-4247-9AB5-1AEA8161CC95

Copyright (c) 2004-2018 Cisco Systems, Inc.
Diagnostics All rights reserved. Cisco, the Cisco Logo, Cisco AnyConnect,

9J AnyConnect and the AnyConnect logo are registered trademarks or
trademarks of Cisco and/or its affiliates in the United States and certain
About other countries.

End User License Agreement

Privacy Policy and AnyConnect Supplement
This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit:

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com)

This product includes software written by Tim Hudson (tjih@cryptsoft.com)

This product incorporates the libcurl HTTP library:
Copyright (c) 1996 - 2018, Daniel Stenberg, (daniel@haxx.se).

All rights reserved.

atfranfe
CISCO




2. Select Connections and then Add VPN Connection

AnyConnect VPN Connections
& VIRTUAL PRIVATE NETWORK
AnyConnect VPN \ Add VPN Connection...
Connections No Connections
Details Disconnected
GENERAL
Settings
Diagnostics
About

3. Enter a description (TBI for example) and tbivpn.tbi.tn.gov as the server address

Cancel Add VPN Connection

Description Enter A Description Here

Server Address  thivpn.tbi.tn.gov

Advanced

NOTE: Allow “AnyConnect” to add the VPN (if prompted)



4. To connect, touch the AnyConnect VPN slide switch (it should turn green)

AnyConnect VPN Connections

B VIRTUAL PRIVATE NETWORK

AnyConnect VPN D v TE @
Connections TBI Add VPN Connection...

Details Connected

GENERAL
Settings
Diagnostics

About

5. You will be prompted for a username and password — BE SURE LEA-TwoFactor is selected. If not,
select the Group box and choose LEA-TwoFactor.

Cancel Authentication Connect

Please enter your username and password.

Group: LEA-TwoFactor

Username:

Password:




6. You will be prompted for a PIN code. This code will be sent to the cell phone you registered
earlier.

Cancel Authentication Continue

Answer:

Pin Location: Card[1] Row[1] Column{D]

7. Enter the PIN and select Continue. You will now be connected to TBI. While connected to the
VPN, you will see the symbol at the top of your screen.

AnyConnect VPN Connections

& VIRTUAL PRIVATE NETWORK

|
AnyConnect VPN T8l i
y O | v Enabled @
Connections T8I Add VPN Connection...

Details Connected

GENERAL
Settings
Diagnostics

About

8. To disconnect from the VPN, open AnyConnect and touch the AnyConnect VPN slide button.



