
Instructions for Accessing TBI VPN using Two Factor Authentication – Law Enforcement 

Agencies and Vendors 

 

There are 3 steps involved in configuring your AnyConnect VPN to utilize two-factor authentication, 

which is a mandate by CJIS for all VPN connections.  These 3 steps are listed below and instructions for 

each of these steps are detailed later in this document. 

1. Access the TBI Self Service web server to register yourself for the ability to reset your password 

and unlock your account in the future. 

2. Login to the two-factor (also called X2) web server and register your cell phone.  Your cell phone 

will receive a 6-digit PIN code to complete your VPN connection. 

3. Modify your existing AnyConnect connection to use the two-factor server.  Instructions for 

configuring AnyConnect on a iPad are included at the end of these instructions. 

PREREQUISITES 

- AnyConnect VPN software must be installed.  If you do not currently have AnyConnect installed, 

please install it prior to proceeding.  Instructions are located at:  

http://downloads.tbi.tn.gov/tbivpn 

- In order to install AnyConnect, you must have administrative rights on your computer.  If you do 

not, you will need to contact an IT support technician to install it for you. 

STEP 1 – Accessing the TBI Self Service Web Server 

Be sure you are not connected to AnyConnect for this step 

1. Open a web browser and enter the following address:  https://tbiselfservice.tbi.tn.gov

 

http://downloads.tbi.tn.gov/tbivpn
https://tbiselfservice.tbi.tn.gov/
https://tbiselfservice.tbi.tn.gov/


2. Enter the username and password that you were provided and click Login.   

3. If you have been issued a temporary password, you will be prompted to change it: 

 
4. Enter the temporary password for Old Password and enter your new password for New 

Password and Confirm New Password.  Click Change Password.  The following screen appears:

 



5. Select Click Here to continue.  The following screen appears: 

 
6. Select Click Here.  The following screen appears: 

 
7. You must select 3 questions from the drop down boxes and provide answers.  These will be used 

in the future in order to identify you for password changes, unlocks, etc.  NOTE:  the questions 

listed in the figure above are only for example.  You may select any of the questions listed.  Click 

Enroll when you are finished.  The following screen will appear: 

 
8. You have now completed Step 1 and should proceed to Step 2.   

NOTE:  BOOKMARK THIS PAGE FOR FUTURE USE!  This is the website you will use to change or 

reset your password. 



 

STEP 2 – Registering your cell phone to receive PIN codes 

1. In a web browser, go to https://x2.tbi.tn.gov 

2. Be sure that the Domain selected is TBI-AD.STATE.TN.US

 
3. Enter your username and password.  The following screen will appear: 

 
4. Ensure that your username is correct, then click Add SMS Device 

5. Enter the phone number to which you want the PIN codes to be sent and a description of the 

device (description is optional) and click Add SMS Device.

 

https://x2.tbi.tn.gov/


6. You will now see that the device is listed 

 
NOTE:  To change the phone number that is registered, click the pencil icon to modify it. 

7. You should receive a text message on the device that states:  This device is now registered with 

eAgentX2 

 
8. You have completed Step 2 and registered your cell phone to receive two factor PIN codes for 

your two factor VPN connection.   

NOTE:  BOOKMARK THIS PAGE FOR FUTURE USE!  This is the website you will use to change the 

phone number for receiving PIN codes (in the event your number changes for any reason). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

STEP 3 – Configuring your AnyConnect client to use two factor authentication 

After successfully registering your SMS device on the X2 server, you will now need to configure your 

AnyConnect VPN client to use the two-factor server.  For this step, you cannot be connected to the TBI 

network, so be sure you are disconnected from AnyConnect. 

1. Open AnyConnect and enter tbivpn.tbi.tn.gov in the box

 
2. Click Connect and select LEA-TwoFactor in the drop down box. 

Enter your username and password and click OK. 

NOTE:  Ensure that LEA-TwoFactor is still displayed before clicking OK. 

 

 
 

 

 

 

 

 

 

 

 

 



3. You will see the following screen prompting you to enter a PIN code 

 
4. The PIN code will be sent as an SMS (text) message to the device you registered in Step 2 above.  

Enter this PIN and click Continue. 

5. You should now be connected to TBI’s network just as before. 

NOTE:  After you have successfully configured and connected your AnyConnect VPN client to the TBI 

Two Factor system, your AnyConnect client should have the LEA-TwoFactor setting available to use for 

future connections.  Always be sure to select LEA-TwoFactor before connecting. 

If you experience problems, or have questions, contact the TBI Help Desk at 615-744-4357 or email 

TBI.ServiceDesk@tn.gov. 
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Configuring AnyConnect for Two Factor Authentication – iPad 

BEFORE PROCEEDING: 

- You MUST follow the first two steps in the instructions “Instructions for Changing TBI VPN to 

Two Factor Authentication - Law Enforcement and Vendors”. 

- You must install the Cisco AnyConnect App. 

 

1. Open the AnyConnect App

 
 

 

 

 



2. Select Connections and then Add VPN Connection

 
3. Enter a description (TBI for example) and tbivpn.tbi.tn.gov as the server address

 
NOTE:  Allow “AnyConnect” to add the VPN (if prompted) 

 



4. To connect, touch the AnyConnect VPN slide switch (it should turn green)  

 
 

 

5. You will be prompted for a username and password – BE SURE LEA-TwoFactor is selected.  If not, 

select the Group box and choose LEA-TwoFactor. 

 
 



6. You will be prompted for a PIN code.  This code will be sent to the cell phone you registered 

earlier. 

 
 

 

7. Enter the PIN and select Continue.  You will now be connected to TBI.  While connected to the 

VPN, you will see the symbol  at the top of your screen. 

 

 
 

8. To disconnect from the VPN, open AnyConnect and touch the AnyConnect VPN slide button. 

 


